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ABSTRACT

In this paper, we provide an efficient a new light weight symmetric and easy-to-implement
symmetric searchable encryption scheme (SSE) for string search, which takes one round of
communication, O(n) times of computations over n documents. Unlike previous schemes, we use
hash-chaining instead of chain of encryption operations for index generation, which makes it suitable
for lightweight applications. Unlike the previous SSE schemes for string search, with our scheme,
server learns nothing about the frequency and the relative positions of the words being searched
except what it can learn from the history. We are the first to propose probabilistic trapdoors in SSE
for string search. We provide concrete proof of non-adaptive security of our scheme against honest-
but-curious server based on the definitions of [12]. We also introduce a new notion of search pattern
privacy, which gives a measure of security against the leakage from trapdoor. We have shown that
our scheme is secure under search pattern indistinguishability definition. We show why SSE scheme
for string search cannot attain adaptive indistinguishability criteria as mentioned in [12]. We also
propose modifications of our scheme so that the scheme can be used against active adversaries at the
cost of more rounds of communications and memory space. We validate our scheme against two

different commercial datasets.

1 INTRODUCTION

The cloud is designed to hold a large number of encrypted documents. With the advent of
cloud computing, growing number of clients and leading organizations have started adapting to the
private storage outsourcing. This allows resource constrained clients to privately store large amounts

of encrypted data in cloud at low cost. However, this prevents one from searching. This gives rise to
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a newly emerging field of research, called searchable encryption (SE). SE can be classified into
symmetric searchable encryptions (SSE) and asymmetric searchable encryptions (ASE). In this
paper, we study the SSE for string search. In the SSE, the client encrypts the data and stores it on the
cloud. It may be noted that client can organize the data in an arbitrary manner and can maintain
additional data structures to achieve desired data efficiently. In this process, the initial client for both
client and the cloud server. Since huge volumes of documents are stored in a cloud server, searching
against a keyword may result into large number of documents, most of which are not intended,
causing unnecessary network traffic. This So motivates the idea of searching against a string, which
allows the search to be more specific. Searching for string is a multi keyword search where the

ordering of keywords is preserved.

LITERATURE SURVEY

There are numerous lightweight symmetric encryption techniques that can be utilized for
string identification projects that are already available. [1] The paper by Wheeler and Schroeppel
presents an optimization technique for the SHA-1 cryptographic hash function using assembly
language. It is considered an important contribution to the optimization of hash functions and has
been widely cited in the literature.[2] The paper by Rogaway and Shrimpton provides a
comprehensive overview of the basics of cryptographic hash functions, including definitions and
properties of preimage resistance, second-preimage resistance, and collision resistance. The paper
has been cited extensively in the literature as a reference for these topics.[3] The paper by Merkle
introduces the concept of a certified digital signature, which provides a way to prove the authenticity
and integrity of a digital document. This paper is considered a seminal contribution to the field of
digital signatures.[4] The Handbook of Applied Cryptography by Menezes et al. is a widelyused
reference book in the field of cryptography. It covers a wide range of topics, from basic concepts to
advanced techniques, and is often used as a textbook for courses on cryptography.[5] A Course in
Number Theory and Cryptography by Koblitz is a textbook that covers the mathematical foundations

of cryptography, including number theory and algebraic structures.

IMPLEMENTATION STUDY

EXISTING SYSTEM:

Dynamic SSE was first considered by Song et al. [19], but no solution with sublinear search
time existed before the work of Kamara et al. [13]. Recently, two new dynamic SSE schemes have
been proposed. The first one, by Cash et al. [9], which is an extension of [10]. They showed that
SSE is feasible on very large databases. In [9], authors designed and implemented dynamic
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symmetric searchable encryption schemes that efficiently and privately search server held
encrypted databases with tens of billions of record-keyword pairs.
DISADVANTAGES:
e The system is not More secure and an efficient due to lack of lightweight cryptography.
e The system is not under Symmetric key encryption and Searchable encryption.
PROPOSED SYSTEM & ALOGIRTHAM
In the proposed system, the system studies the SSE for string search. In the SSE, the client
encrypts the data and stores it on the cloud. It may be noted that client can organize the data in an
arbitrary manner and can maintain additional data structures to achieve desired data efficiently. In
this process, the initial client-side computation is thus as large as the data, but subsequent
computations to access data is less for both client and the cloud server. Since huge volumes of
documents are stored in a cloud server, searching against a keyword may result into large number of
documents, most of which are not intended, causing unnecessary network traffic.
4.1 ADVANTAGES:
e The system proposes a non-adaptively secure SSE scheme for string search which takes one
round of communication, O(n) times of computation over n documents, O(n) additional memory
in the server side and no memory in the client side.

e The system provides a formal and proof to show that the scheme is non adaptively secure.
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Fig:3.1 System Architecture

IMPLEMENTATION

MODULE
Cloud Data Server

In this module, the Data Server login by using valid user name and password. After login
successful he can do some operations, such as View Owners & Authorize, View Users & Authorize,
View User Request, View Cloud Server Files, View Transactions, View Attackers, View Time
Delay Results, and View Throughput Results
View and Authorize Users

In this module, the admin can view the list of users who all registered. In this, the admin can
view the user’s details such as, user name, email, address and admin authorize the users.
Data Owner

In this module, there are n numbers of Data Owners are present. Data Owner should register
before doing any operations. Once Owner registers, their details will be stored to the database. After
registration successful, he has to login by using authorized user name and password. Once Login is
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successful Owner will do some operations like Upload, View My Files, View My Profile, Verify,

Delete File

JNAO Vol. 15, Issue. 1, No.15: 2024

5 RESULTS AND DISCUSSION

SCREENSHOTS
5.2.1 TOMCAT MANAGER
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& http://www.apache.org/

If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!

Apache Tomcat

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at:

$CATALINA HOME/webapps/ROOT/index.html
where "SCATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you don't think you should be, then you're either a user who has amived at
new installation of Tomcat, or you're an administrator who hasn't got his/her sefup quite right. Providing the latter is the case, please refer to the Tomcat Documentation for more
detailed setup and administration information than is found in the INSTALL file.
NOTE: For security reasons, using the manager webapp is restricted to users with role "manager”. Users are defined in $catat ia_HoME/con?/tomcat-users.xml.
Included with this release are a host of sample Servlets and JSPs (with associated source code), extensive documentation, and an infroductory guide to developing web applications.

Tomeat mailing lists are available at the Tomcat project web site:

» users@tomeat.apache.org for general questions related to configuring and using Tomcat
+ dev@tomcat.apache.org for developers working on Tomcat

Thanks for using Tomeat!

Powered by

Copyright © 1999-2008 Apache Software Foundation
All Rights Reserved

5.2.2 TOMCAT WEB APPLICATION MANAGER
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5.2.3 DATA OWNER REGISTER
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5.2.4 END USER REGISTER
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5.2.5 CLOUD DATA SERVER LOGIN
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5.2.6 CLOUD DATA SERVER MAIN
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Fig: 5.6
5.2.7 VIEW DATA OWNER & AUTHORIZE
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5.2.8 VIEW END USER & AUTHORIZE
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5.8
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5.2.9 END USER LOGIN PAGE
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5.2.10 VIEW USER REQUEST & PERMIT
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5.2.11
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5.2.12 DATA UPLOAD SUCCESFUL
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5.2.14 VERIFY FILE
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4.2.15 SEARCH FOR STRING IDEMTIFICATION
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5.2.17 VIEW USER REQQUEST & PERMIT
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5.2.18 VIEW USER REQUEST STATUS OF FILES
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5.2.19 DOWNLOAD FILES
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5.2.20 DOWNLOAD FILES
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6. CONCLUSION AND FUTURE WORK
CONCLUSION

With the increasing number of documents stored in cloud, searching for the desired document
can be a difficult and resource intensive task. One solution may be to use symmetric searchable
encryption (SSE) which allows one party to outsource the storage of its data to another party (a
cloud) privately while enabling to search selectively over it. In this paper we revisited the security
definitions of [12] and proposed a new lightweight SSE scheme IIs, s for string search. We have
shown that our scheme is secure under the non-adaptive indistinguishability definition [12]. For
active adversary, we propose modification of the scheme IIs, s at the additional cost of memory at

client’s end and two rounds of communications for one modification of document collection.
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